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eBPF in Short

Runs Directly in the Kernel
Dynamically Attached at Runtime
Minimal CPU Overhead
Independent of User-Space Applications
Use Cases:

O  Cloudflare: DDoS Protection

O  Meta: Load Balancing

O Netflix: Net. Traffic Observability Enrichment




The Problem of cold start delays
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Ping Latency
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Source: https://wondernetwork.com/pings



Aprox. FaaS Latency

@ Client

/\ FaaS Provider

Could we “leverage” network latency
to our advantage?

Source: https://wondernetwork.com/pings



Cloudflare Solution

e “Pre-warming” during TLS handshake -> hostname from SNI

e CloudFlare Workers (NOT containers!)

e Not open-source / AN
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Source: https://blog.cloudflare.com/eliminating-cold-starts-with-cloudflare-workers/
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eBPF Solution
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eBPF Solution
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Results

e Optimal Speed-Up:

Acc. Network latency >= Container initialization time

e Container “warm start” is the limit

Network Latency vs Response Time Network Latency vs Relative Speed-Up
800 | —® env (w?th BPF) 1754 —e— XDP Generic ————¢—¢—0—9¢
—=— env (without BPF) ' —— XDP Driver Native
700
1.50 -
& 600 -
E 5125
(] 4 o
: 500 g
= 2 1.00 -
9 4001 ‘3
§ >
-t -
& 300+ © 075
o &
200 0.50
100 0.25 4
0 — — — —
0 50 100 150 200 250 300 350 400 450 500 550 0.00 } | | | } | | } } }
Network Latency [ms] 0 50 100 150 200 250 300 350 400 450 500 550

Network Latency [ms]



Q&A



